NudopmannonHas naMsaTKA I 00y4AIOIIMXCS
C KaXIIbIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIE, a IIIKOJIBHUKN OJTHU U3
CaMbIX AKTUBHBIX ITOJb30BaTenel Pynera. Mexay TeM, MOMHMO OrPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpoOJeMbl. DTa MaMATKa JI0JDKHA TTOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

Komnviomepnuie supycot

KoMmnbrorepHslii  BUPYC — 3TO  Pa3HOBMJIHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTIIMYUTEILHOW OCOOCHHOCTBIO KOTOPOW SIBISIETCSI CIIOCOOHOCTh K  pa3MHOXKeHHIo. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WJIM TOJTHOCTBIO YHUYTOXUTH BCE (ailiibl u
JaHHbIE, MOJKOHTPOJbHBIE MOJIb30BATENI0, OT UMEHHU KOTOPOro Obla 3allyllleHa 3apaKEHHas
IporpaMma, a TakKe MOBPEAUTh WM JaXE YHUUYTOXUTb OINEPALMOHHYIO CHCTEMY CO BCEMU
daitnamu B 11enoM. B 60bIIMHCTBE CllydaeB pacipOCTPaHSAIOTCA BUPYChI U€pe3 HHTEPHET.

MeTo/1bl 3a1IUTEI OT BPEJOHOCHBIX IIPOTpaMM:

1. Hcnonb3yii cOBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBI YPOBEHD
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrosiHHO ycTaHaBimMBail madté (UUGPOBBIC 3aIUIATKH, KOTOPBIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C 1I€JIbI0 JOPAOTKM IMPOrpamMMbl) U Jpyrue OOHOBJIEHMS CBOEH
oTepanMoHHON cucteMbl. CKauyMBai nX TOJBKO ¢ OPHUIIMANBHOTO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT pex1UM aBTOMaTHYECKOro OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBoeM KOMITBIOTEpE MO IPaBaMU IOJIL30BATENS, a HE aIMHUHHUCTPATOPA.
OTO HE MO3BOJIUT OOJBLUIMHCTBY BpPEAOHOCHBIX MpPOrpaMM HMHCTAJIMPOBATHCS Ha
TBOEM MEPCOHATILHOM KOMITIbIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE NPOrPaMMHbIE MPOAYKThI U3BECTHBIX MPOU3BOIUTENCH, €

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3MUECKUil JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Hcnonp3yii BHEIIHME HOCUTENN HH(DOpMAINK, Takue Kak (hiemka, TMcK win (air u3
MHTEPHETA, TOJIbKO U3 MPO(EePEeHHBIX HCTOUHUKOB;

7. He oTkpeiBail KOMIbIOTEpHbIE (ailyibl, TOJy4YEHHbIE U3 HEHAAEKHBIX HCTOYHUKOB.
Haxe T1e (ailnbl, KOTOpble NpUCIad TBOM 3HaKoOMbIM. Jlydmie yTrouyHu y Hero,
OTIIPaBJIsUI JIU OH Te0e HX.

o

Cemu WI-FI

Wi-Fi - 370 He Bu/ Mepeaun JaHHBIX, HE TEXHOJOTHS, a BCETO JHUIIb OpeH 1, Mapka. Eie
B 1991 rony Hunepnanjackas kommnaHus 3apeructpuponana opena «WECA», uro o6o3Hauano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTD.

Jlo Hamiero BpeMeHM JoluIa JApyras aOOpeBuaTypa, KoTopas SBISETCS TaKOH XKe
TexHoyoruei. 9to abopeBuarypa «Wi-Fiy. Takoe Ha3BaHue ObUTO 1TaHO C HAMEKOM Ha CTaHIapT
BbICIINI 3BYKOBOM TexHuKkH Hi-Fi, uTo B mepeBosie 03HaUaeT «BBICOKAsI TOUHOCTHY.

Ja, OGecriaTHBIA MHTEPHET-IOCTYN B Kade, OTesIX U a’3poropTax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BBIX0/1a B MHTepHET. Ho MHOTHE AKCHepThl CYMTAIOT, YTO 001Ie10cTynHble Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMHU.

CoBeTsl 110 Oe30macHOCTH paboTe B 001IeA0CTymHbIX ceTsix Wi-fi:

1. He nepenamaii cBOIW JHYHYIO WHpOpMaImio depe3 oduienocrymueie Wi-Fi ceru.
PabGorass B HHX, )KelaTelbHO HE BBOJWTH MApOJH IOCTYyMNa, JIOTHHBI M KaKHe-TO
HOMeEpa;
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2. Hcnonp3yii 1 OOHOBIIANM aHTUBUPYCHBIE MPOrpaMMBbl U Opanamayep. TeM cambIM ThI
obe3omacuib ce0st OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonp3oBanuu Wi-Fi otkmoun Qynkiuio «OO0mmit moctyn K ¢aitnam u
npuHTepam». JlaHHas QyHKIMS 3aKpbiTa 1O YMOJYAHUIO, OJHAKO HEKOTOphIE
MOJIB30BATEIN AKTUBUPYIOT €€ JIsl yA00CTBA HCIIONB30BaHUS B paboTe Win yueoe;

4. He ucnonw3yit nyomuunsii WI-FI ays mepenaym NHYHBIX JaHHBIX, HAPUMEp IS
BBIX0/1a B COI[MATIbHBIE CETU WU B SJICKTPOHHYIO MOYTY;

5. Hnonp3yit Tonpko 3ammineHHoe coeauHeHue dyepes HTTPS, a mwe HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B wMmoGwibHOM Tenedone orkaroun  Gynakuuio  «llogkarouenune k- Wi-Fi
aBToMarudecku». He nomyckail aBTOMaTHYECKOr 0 MOAKIIFOYEHUS YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero cornacus.

COMMaJleble cemu

CoumasnbHble CETH aKTUBHO BXOJAT B HAlly JKU3Hb, MHOTHE JIIOJU PabOTAIOT U JKUBYT
TaM HOCTOSHHO, a B Facebook yxe 3aperucTpupoBaH MIILIHAp]] YEJIOBEK, YTO SIBISETCS OJHOM
cellbMOM Bcex jkuTeneil IutaHeTsl. MHOrMe Mojib30BaTeNd HE MOHUMAIOT, YTO HHQOpMaius,
pa3MelieHHasi UMU B COLIMAJIbHBIX CETAX, MOXKET ObITh HaliJleHa U UCIIOJIb30BaHA K€M YIOJHO, B
TOM 4HCJIe He 00s13aTeNbHO ¢ OJ1aruMHU HaMEepEHHSIMU.

OcHoOBHBIE COBETHI 110 0€30MaCHOCTH B COIIMANIBHBIX CETSIX:

1. Orpannup cnucok apy3eil. ¥ T1e0s B JIpy3bsX HE JOJKHO OBbITh CIydyalHBIX U
HE3HAKOMBIX JIIOJIeH;

2. 3ammmai CBOI YacTHYIO JKu3Hb. He ykaspiBail mapoiu, tenedoHbl, ajapeca, IaTy
TBOETO POXACHHUS U APYTyI JUYHYIO HH(POpManuio. 3MOYMBIIUIEHHUKH MOTYT
UCIOJIb30BaTh Jake MH(OpPMAalMIO O TOM, KaK Thl U TBOU POAUTEIM IUIAHUPYETE
IIPOBECTU KaHUKYJIBI;

3. 3Bammimai CBOIO permyTaIuio - JePXKU €€ B YICTOTE U 3aj1aBaii cebe BOmpoc: XoTem Obl
ThI, YTOOBI ApYyTrHe MOJIb30BaTeN BUIEITH, UYTO Thl 3arpyxaemb? Ilogymaii, mpexnae
YeM YTO-TO OIyOJIMKOBaTh, HAIIMCATh U 3arpy3HTh;

4. Ecnu Thl TOBOPHIIL C JIIOJIBMHU, KOTOPBIX HE 3HACIllb, HE MCIOJB3YyH CBOE pealbHOE
UMs U JIpYTyI0 JUYHYI0 HMHGOpMAlUMU: UMs, MECTO XHUTEIbCTBA, MECTO Y4eObl U
poyee;

5. M3bGerait pazmenienus: ¢pororpaduii B IHTEpHETE, T1I€ THI N300paXKEH HA MECTHOCTH,
10 KOTOPOH MOYXHO OIPEJENIUTH TBOE MECTOIOIOKEHUE;

6. Ilpu perucTpamyu B COIMAIBHON CETH HEOOXOAUMO HCIIOIB30BATh CIOXKHBIE ITAPOJIH,
cocTosMe U3 OYKB U IU(]P U ¢ KOJTUUECTBOM 3HAKOB HE MEHEeE §;

7. Jlns conumanbHOM ceTH, MOYTHl U IPYTHX CATOB HEOOXOJMMO HCIOIH30BaTh pa3HbIE
naposid. Toraa ecinu TeOs B3IOMAIOT, TO 3J0YMBIIIJICHHUKH TMOJXY4aT JOCTYI TOJBKO
K OJJTHOMY MECTY, a He BO BCE Cpasy.

Dnexmponnsie denveu

DNEeKTPOHHBIE I€HbIM — 3TO OYEHb YIOOHBIN CrOCcO0 IuIaTexel, OJJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

3J'ICKTpOHHBIe JCHBI' IIOABHIIMCH COBCEM HCJAaBHO WM MMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCTBax 40 CHUX IOP HE NPOIHCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKUMOHMPYIOT MU O HHMX YyX€ MPOMHCAHO B 3aKOHE, T HX
pa3lensioT Ha HECKOJbKO BHJIOB — AaHOHHMMHBIE M HE aHOHMMHbIC. Pa3Huiia B TOM, 4TO
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AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaercss MPOBOJUTH oOmepanuu 0e3 HIeHTH(PUKALUU
N0JIb30BATENsl, @ B HEAHOHUMHBIX WACHTU(DUKALIMH OJIb30BATENS ABISETCA 0053aTEIIbHOM.

Taxxe cieqyer pa3nuyarh 3JEKTPOHHBbIE (UATHBIE NEHBI'M (PaBHBI TOCYJAPCTBEHHBIM
BAJIIOTaM) U DJIEKTPOHHBIE He(hUaTHBIE ICHBIM (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 0 0€30MacCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. TlpuBsxu K cyeTy MOOWUIIBHBIN TenedoH. DTO caMmblii YIOOHBIH M OBICTPBIA CIIOCOO
BOCCTaHOBUTBH JOCTYN K cueTy. [IpuBs3aHHBIA TeneoH MOMOXKET, eciu 3a0yielb
CBOM IUIATEKHBIM MapoJib WX 3aiJIelIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Vcmonp3yii omHopaszoBble mapoiu. Ilocne mepexoma Ha yCHICHHYIO aBTOPU3AIMIO
Tebe yxe He OyJeT YyrpoKaTh OMaCHOCTh KPayku WIIM MIepeXBaTa IIaTeXHOro Maposis;

3. BwiGepu crnoxsbiii mapoib. I[IpecTymamkam OyaeT HE MPOCTO YraaaTh CIIOKHBIN
napoJib. HaziesxHpie napoim — 3TO Hapoiiu, KOTOPbIE COJIepKaT HE MEHee 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHBIC U NIPOMHUCHBIC OYKBBI, U(PHI U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK Jojuiapa, pyHTa, BOCKIUIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC JAHHBIC HA CalTaX, KOTOPHIM HE JIOBEPSIEIIIb.

3ﬂel<mp01maﬂ nouma

DneKTpOHHAs oYTa — 3TO TEXHOJIOTUS U MPEAOCTABISIEMbIE €10 YCIYTH IO MEPECHUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIICHH, KOTOpBIE PACIPEAENSIOTCS B KOMIIBIOTEPHOU CETH.
O6bruHO AIEKTPOHHBIN IIOYTOBBIN SIIIHAK BBITJISTAT CJIELYIOIINM obpazom:
UMs_TIOJb30BaTeNA(@uMs_JoMeHa. Takke KpoMme TMepeAadyd IMPOCTOro TEKCTa, HMeeTcs
BO3MOXKHOCTb IepeaaBaTh (paisbl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ ANEKTPOHHON TOUTOM:

1. Hano BBIOpaTh MpaBUIIbHBIN MOYTOBBIM cepBUC. B mHTEpHETE €cTh OrpoOMHBIN BBIOOP
OecrIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPATh TEM, KOTO 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspiBaii B TUYHOW mouTe auuHyl0 uHopMmarmio. Hampumep, mydiie BEIOpaTh
«My3BIKaJIbHBIN _(hanaT@» miu «pok2013» BMecTo «remal3»;

3. Hcmonb3yii MIByXdTAaTHYIO aBTOPU3AIMIO. DTO KOTJa TTIOMUMO TIapOoJIsi HY)KHO BBOJIUTH
KOJI, IpHUChLIaeMbIil mo SMS;

4. BpiOepHu cnoXXHBIM Mapoib. s KaJI0Tro MOYTOBOIO SIIHMKAa JIOJKEH OBbITh CBOM
HAJIeKHBIN, YCTOWUMBBIN K B3JIOMY I1apOJIb;

5. Ecim ectb BO3MOXXHOCTh HAaNMCaTh CaMOMY CBOM JIMYHBIA BOMPOC, MCIIOJNB3YH 3TY
BO3MOKHOCTB;

6. Hcnonp3yld HECKOJBKO TOYTOBBIX SIIIUKOB. [IepBBIA i YacCTHOH MEperucKu C
ajpecaTaMM, KOTOPbIM Tbl JOBEpsAEUIb. JTO DSJEKTPOHHBIM aapec HE HaIo
MCIOJIb30BaTh IPU PETUCTPALIUU Ha popyMax U caifTax;

7. He otkpbiBail (aitnbl U Ipyrue BIOKEHUS B MUCbMax Jake €CIM OHU MPUILIH OT
TBOMX Jpy3ei. Jlydilie yTouHU y HUX, OTHPABIISIIN JIU OHU TeOe 3T (ailibl;

8. Ilocne okoHuaHusi pabOTHl HAa MOYTOBOM CEPBHMCE IeEpel] 3aKPHITUEM BKIAJKH C
caifToM He 3a0yab HaXKaTh Ha «BbpIiTH».

Kubepoynnune unu eupmyaivnoe uzoeeameibcmeo
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KubepOynmnuHr — mpecienoBaHUE COOOIICHHUSIMH, COJEPKAIIUMH  OCKOPOJICHUS,
arpeccuro, 3alyruBaHKe; XYJIUTaHCTBO; CONMAIBHOE OOHKOTHPOBAHUE C MIOMOIIBIO PA3TUYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0PBOE ¢ KUOEPOYIITHHIOM:

1. He Opocaiics B 60ii. JIyummii cioco0: mOCOBETOBAThCS KaK ceOsl BECTHU U, €CIU HET

TOr0, K KOMY MOXXHO OOpaTHThCS, TO BHayalle YCHOKOUTHCA. EciaM Thl HadHeIIb

OTBEYATh OCKOPOJICHUSIMM Ha OCKOpOJICHMs, TO TOJBKO €lle OOJIblIe Pa30iIKellb

KOH(JIUKT;

VYnpasnsii cBoelt kubeppemyTraluei;

3. AHOHUMHOCTH B ceTd MHHUMas. CyIIecTBYIOT CHOCOObI BBISICHHTH, KTO CTOMT 32
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUH 00pa3 BUPTYyanbHOH xu3HU. HTEpHET (pruKcHpyeT Bce

TBOM JICHCTBUS U COXpaHAET UX. Y JaUTh UX OyIeT KpailHe 3aTpyIHUTEIbHO;

Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urhopupyil enuHuuHbli HeraTuB. OJHOpa30Bble OCKOPOUTENBbHBIE COOOLICHUS
Jyudiie urHopupoBaTh. OOBIUHO arpeccus MPeKpallaeTcsl Ha Ha4albHOM cTaauu;

7. ban arpeccopa. B nporpaMmMax oOMeHa MTHOBEHHBIMU COOOLIIEHUSMH, B COLIUATIBHBIX
CeTAX €CTh BO3MOXXHOCTb OJIOKHPOBKH OTIPAaBKM COOOLICHWH C ONpEAeTICHHBIX
aJIpecoB;

8. Ecim T1B1 cBumerens kubOepOymmHra. TBoum NEHCTBHA: BBICTYIUTH IPOTHB
npecienoBarelis, I0Ka3aTh €My, YTO €ro JeHCTBHs OLEHUBAIOTCS HEraTUBHO,
MOJJEPKATh KEPTBY, KOTOPOM HYXKHA IICHUXOJIOTUYECKAs IIOMOIb, COOOILUTH
B3pOCIIBIM O (paKTe arpecCUBHOIO MOBEACHUS B CETH.

no

o

Moounvustiit meneghon

CoBpemenHble cMapThOHBI U IUIAHIIETHI COAEpPKAT B ce0e BIIOJIHE B3POCIHbIT
(GyHKIMOHAT, W TEMeph OHM MOTYT KOHKYPHUPOBATh CO CTAIlHOHAPHBIMU KOMITBIOTEPAMH.
OpnHako, CpeACTB 3alIUTHI 7S TOJOOHBIX YCTPOUCTB MOKAa OYeHb Majio. TecTupoBaHUE U TIOUCK
yS3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak Juis IIK, To e camoe kacaerca u
MOOUITBHBIX MPUIOKEHHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YKe MPaKTUYeCKH JIOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacHMpeHue (yHKIHOHAIA BIJIEYET 3a CO0O0M OOJBIIYI0 CIO0XHOCTH U MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3ZBOJIUTENH BBHIMYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIINE KPUTUYECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI s 0€30IMaCHOCTA MOOMIIBHOTO TenedoHa:

1. Hwuuero He sBisleTcs MoO-HacToseMy OecriaTHbIM. Byab ocTOpokeH, Beab Koraa
Tebe mpeasnaraloT OECIUIATHBI KOHTEHT, B HEM MOTYT OBITh CKpPBITHl KaKHE-TO
MJIaTHBIE YCIYTH;

2. Nymaii, npexnae 4yem otrpaButb SMS, ¢oto mmm Buneo. Thl TOYHO 3HACIIB, TIIE OHH

OyayT B KOHEUHOM uTOre?

Heo0xo1mMo 0OHOBIIATE ONEPAlMOHHYIO CUCTEMY TBOEro cMapTdoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJISI MOOMITBHBIX TesIe(OHOB;

He 3arpyxail npuiokeHusi OT HEM3BECTHOTO UCTOYHHKA, BEb OHH MOTYT COJIEPKATh

BPEJIOHOCHOE NMPOrpaMMHOE 00ecTIeUeHue;

6. Ilocie Toro kak ThI BBIMACIIb C CaiiTa, TJe BBOIWJ JIMUYHYIO WH(OpMAIUIO, 3211 B
HacTpolku Opaysepa u ynanu cookies;

ok w
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[Teproandecku nMpoBepsiii Kakue IIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. Jlamaii cBOil HOMEp MOOMJIBLHOTO TeliepOHA TOJBKO JIOJSAM, KOTOPBIX ThI 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH OBbITh BBIKJIIOYEH, KOTZIa Thl MM HE MOJb3yemibcss. He 3a0biBait

WHOTJIa TIPOBEPATH ITO.

Online uzpui

COBpeMeHHBIe OHJIaI\/JIH-I/II‘pBI — OTO KpaCOYHBIC, 3axXBaTbIBAKOIIMUC PpPa3BJICUCHUA,
06’LGIII/IH${I-OIHI/IC COTHH ThICAY YECJIIOBCK II0O BCEMY MHPY. I/IrpOKI/I HCCIICAYIOT ,I[aHHBIﬁ UM MHD,
06H_IaIOTCSI ApPYyTr € APYroM, BBIIIOJHAIOT 3aJaHUsd, CPAKAOTCA C MOHCTPAMHU U ITOJIYYArOT OIIBIT.
3a YAOBOJBCTBUEC OHH IIIATAT: IOKYIIAIOT AJHCK, OINIAYHMBarOT a0OHEMEHT WU HpI/IO6pCTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexcrtBa MayT Ha INOJACpKAHME W Pa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMBbl aBTOPU3ALlMM, BBITYCKAIOTCS HOBBIE MaT4U
(unpoBbIe 3aMIaTKH JIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OmacarbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIIMHCTBA Hrp.

OcHOBHbIE COBETHI 10 0€30aCHOCTH TBOET'O UTPOBOT'0 AKKayHTA:

1. Ecnu npyroit urpok BeaeT cedsl II0X0 WIH CO3AaeT TeOe HENPHUITHOCTH, 3a0J0KUPYi
€ro B CIIMCKE UTPOKOB;

[Toxanyiicds aIMHHHMCTpAaTOpaM MIPbl Ha INIOXOE€ IIOBEIEHUE JOTOr0 HIPOKa,
JKEJIaTeJIbHO IIPUIIOKUTD KAKHE-TO TOKA3aTeIbCTBA B BUJIE CKPUHOB;

He ykaspiBaiil muunyto nHpopMarluio B mpodaiine urpsl;

VYBaxail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopuraabHbIe TATYH U MOJIBI,

Hcrnons3yi ClI0XKHBIE U pa3HbIE NTAPOIIU;

Jlaxxe BO BpeMsI UIPbl HE CTOWUT OTKJIIOYATh aHTUBHpYC. [Ioka Tl urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

N

Nookw

Qumunz unu Kpaorca JinuHblX OaHHBIX

OObI4HOM Kpaxceﬁ ACHECT U OJOKYMCHTOB CCETOIAHS YK€ HHUKOIO HE y,Z[I/IBI/IfIJ_IB, HO C
Pa3sBUTUEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TMICPEMCCTUIINCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM JCIOM.

Tak mosiBUIIach HOBask yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAS IEJb
KOTOPOTO COCTOMT B TOJIyYE€HUH KOH(MUICHIIMAIBHBIX JAaHHBIX IOJIb30BATENIe — JIOTHHOB U
naposieii. Ha anrnumiickom si3bike phishing unraercs kak ¢ummumnr (ot fishing — priGHas noBins,
password — mapouis).

OcHOBHBIE COBETHI 110 0OPHOE C PUIIUHTOM:

1. Cnemm 3a cBouMm akkayHTOM. Ecimm Thl mojmo3peBaellb, YTO TBOS aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U COOOLIUTh aJIMUHUCTPATOpaM
pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii Oe3omacHele BeO-CaliThI, B TOM 4YHCIE, HWHTEPHET-MAara3uHOB W
ITOMCKOBBIX CHCTEM;
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3. Hcnonp3yii cioxkHBIE M pa3Hble Mapoid. TakuMm oOpas3om, eciau TeOsi B3JIIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TTOJIy4aT IOCTYI TOJIBKO K OJHOMY TBOEMY IPOQUIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B31OMaIM, TO HEOOXOAMMO IpPEIyHpEeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE J00aBlIeHbl Y T€0s B APY3bsiX, O TOM, UYTO TeOs B3JIOMAJIM U, BO3MOXKHO, OT

TBOETO UMEHM OYZET PacchlIaThCsl CIaM U CChUIKM Ha (PUIIMHIOBBIE CAThI;

YcranoBu HagexHbii mapois (PIN) Ha MoOMIbHBIH TenedoH;

OTkIr0u coXpaHeHue naposs B 6paysepe;

7. He otkpeiBail (ailnbl U Ipyrue BIOKEHUS B MUCbMax AK€ €CIM OHU MPUILIH OT
TBOMX Jpy3el. Jlyullie yTouHu y HUX, OTIIPABIISIN JIM OHU TeOe 3TU (ailiibl.

oo

Hudgposaa penymayusn

[Mudposas penyranus - TO HEraTUBHAs WM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
Kommpomerupyromas: uaHpOpMaus pa3MelieHHass B UHTEPHETE MOXKET CEpPbhEe3HBIM 00pa3zoMm
OTpa3suTbCs Ha TBOEH peanbHOM xu3HU. «LludpoBas penyranus» - 3T0 TBOW UMHJIK, KOTOPBIH
dopMmupyercs U3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo KHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKH JErKOMBICIEHHO OTHOCATCA K MyOJIMKAIMKM JTUYHON MH(POpMAIUU B
WNuTtepHere, HE TOHUMAs BOBMOXKHBIX MOCTAEACTBUM. Thl ake HE CMOXKEIIb JI0TalaTbCsl O TOM,
yto dororpadus, pa3melieHHas 5 JeT Ha3all, cTaja MPUINHON O0TKa3a MPUHSATH TeOs Ha padoTy.

Kommenrtapuu, pasmemienue TBoux ¢ororpaduil u apyrue JeicTBUS MOTYT He
WCYE3HYTh JaXe IIOCJIE TOro, KaKk Thl MX YyJaldulllb. [l HE 3HAaelb, KTO COXPAHWI 3Ty
UH(OpPMalIKIO, TIoTana M OHA B MOMCKOBBIE CUCTEMbI M COXpaHMJIACh JIM OHA, a TJaBHOE: 4TO
NOyMaloT 0 Tebe OKpyXkarollee JII0JHU, KOTOpble HaWayT U yBUAAT 3T0. Haiitu nndopmanmio
MHOTO JIET CIYCTSl CMOXeT Jr000il — Kak M3 J0OphIX MOOYXJIEHHH, Tak U C HaMepeHHeM
NPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON PEMyTALNU:

1. Tlomymaii, mpexae 4eM 4yTO-TO MyOJWMKOBATH M MepeaaBaTh y ceOs B OJiore WiH B
COITMAJIbHOM CETH,

2. B mHactpoiikax mpoduiis yCTaHOBU OTpaHUYEHUsSI HAa TPOCMOTP TBOETO MPODUIS U ero
COAEPKUMOTO, CAETAl €ro TOJBKO IS IPYy3€ei»;

3. He pa3memaii u He yka3biBail nH(OpMaIIHIO, KOTOPasi MOKET KOTro-TnO0 OCKOPOISATh
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE IMKOJPHUKH— aKTUBHBIE TIOJIb30BATENIM IU(POBOTO MPOCTPAHCTBA.
OpnHako najexo He BCE 3HAIOT, YTO MOJIh30BAaHHME MHOTHMH BO3MOKHOCTSIMH ITU(GPOBOTO MHUpa
TpedyeT coOI0IeHNsI PaB Ha MHTEIJIEKTYaAIbHYK0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTbY» OTHOCHUTCS K DPAa3JIMYHBIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300peTeHuil U 3HaKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIAYTdM, W 3aKaHuyMBas KHUramu, Qororpa@usmMu, KHHOPWIBMAMU H
MY3bIKAJIbHBIMU ITPOU3BEICHUAMM.
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ABTOpCKHE TpaBa — 3TO MPaBa Ha MHTEIJICKTYAIbHYIO COOCTBEHHOCTb Ha MPOU3BEACHUS
HAyKH, JINTEPATYPbl U UCKyCCTBA. ABTOPCKHME IIPaBa BBICTYNAIOT B Ka4E€CTBE FapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HEe OyJeT HamlpacHbIM, AACT €My CIIPaBEIMBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3yJIbTaTax CBOETO TPYAA, MOIYYUTh U3BECTHOCTh M IIPU3HAHMUE.
Huxkro 6e3 paszpemnieHust aBTopa He MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEICHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBATh, IPOAaBaTh, WMIOPTHPOBATH, IyCKaTb B IPOKAT, IYOJUYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATH B A(Hpe Wi pa3memiaTs B IHTepHeTe.

Hcnonb30BaHne «MpaTCKOro» MPOrpaMMHOI0 00ECIIEUEHHSI MOYKET IPUBECTU K MHOTUM
pHCKaM: OT MOTEpH JAaHHBIX K TBOMM AaKKayHTaM [0 OJIOKHPOBKHM TBOEIO YCTPOMCTBa, IJie
YCTAHOBJICHHBII He JierajgbHas mnporpamma. He crout Takke 3a0bIBaTh, UYTO CYIIECTBYET
JerajibHble U OecCIIaTHbIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBu4ok.p) — TBOH TJIaBHBII COBETYMK B CETH. 3/€Ch Thl MOXKEIIb Yy3HATh O
0€30MacHOCTH B CETH TOHSTHBIM U JIOCTYIHBIM SI3BIKOM, @ NMPU BO3HUKHOBEHUU KPUTHUECKOU
CUTyalluu OOpaTUThCS 32 COBETOM. A TakK€ NPUHATH ydacTHE B KOHKypcax M CTaTh CaMbIM
M (pPOBBIM rpaxkTaHUHOM !
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